Bitcoin Script Analysis




Goals

e What scripts are being used the most?

e What interesting scripts are out there?
e How is script usage changing?

e How can we keep track of unusual scripts?



Inspiration

QuantaBytes: “A Survey of Bitcoin Transaction Types”

The Most Popular Transaction Types in the Block Chain to Date

Form of scriptPubKey # Occurrences

1.0P_DUP OP_HASH160 OP_DATA 20 OP_EQUALVERIFY OP_CHECKSIG 86,380,556

InCh]deS fiI‘St 290 000 2.0P_DATA_65 OP_CHECKSIG 886,544
’ 3.0P_HASH160 OP_DATA_20 OP_EQUAL 19,451

. 4.0P_DATA 33 OP_CHECKSIG 17,756

blOCkS, up tO about 1aSt aprll 5.0P_1 OP_DATA_65 OP_DATA_65 OP_DATA_65 OP_3 OP_CHECK_MULTISIG 16,705
6.0P_1 OP_DATA_33 OP_DATA 33 OP_2 OP_CHECK_MULTISIG 8,983

7.0P_1 OP_DATA_65 OP_DATA 33 OP_2 OP_CHECK_MULTISIG 1,197

8.0P_DATA_32 986

EX 1ainS common t es Of 9.0P_RETURN OP_DATA 40 473
p yp 10.0P_DATA_36 336

. 11.0P_IFDUP OP_IF OP_2SWAP OP_VERIFY OP_20VER OP_DEPTH 182
transactlons 12. OP_RETURN OP_DATA_32 175
13.0P_1 OP_DATA_65 OP_DATA_65 OP_2 OP_CHECK_MULTISIG 139

14.0P_1 OP_DATA_33 OP_DATA_33 OP_DATA_33 OP_3 OP_CHECK_MULTISIG 78

15.0P_RETURN OP_DATA 20 38

S na Sh o t 1 n tl me 16.0P_1 OP_DATA_65 OP_DATA_33 OP_DATA 33 OP_3 OP_CHECK_MULTISIG 32
p 17.0P_RETURN OP_DATA_23 31

18.0P_2 OP_DATA_65 OP_DATA_65 OP_DATA_65 OP_3 OP_CHECK_MULTISIG 27

19.0P_DUP OP_HASH160 OP_© OP_EQUALVERIFY OP_CHECKSIG 23

20.0P_2 OP_DATA_65 OP_DATA 65 OP_2 OP_CHECK_MULTISIG 22

21.0P_RETURN 21

22.0P_DATA_20 OP_NOP2 OP_DROP 15

23.0P_RETURN OP_DATA_38 12

24.0P_1 OP_DATA_33 OP_1 OP_CHECK_MULTISIG 11



Project Deliverables

e Script

©)

O
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Database of unusual transactions
Report on most common transaction types
Track raw count and value transferred

Updates with new blocks on each run



Project Deliverables

e Web Page
o Provides view of data in database
o Graph of most common unusual transactions
o Links to Blockchain.info

o configurable time range for data retrieval



Script Types

e Pay to public key transaction
e Pay to script hash transaction
e Mining rewards

e Multisignature transaction

e Data Storage

e Other



Unusual” Scripts

IOP_1 DATA_33 DATA_33 DATA 65 OP_3 OP_CHECKMULTISIG
IOP_RETURN DATA 40

OP_1 DATA_33 DATA 33 OP_2 OP_CHECKMULTISIG
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IOP_RETURN Al
IOP_RETURN A3
IOP_RETURN
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IOP_2 DATA 33 DATA 33 DATA 33 OP_3 OP_CHECKMULTISIG
IOP_RETURN DATA 35
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: [OP_RETURN DATA 2
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IOP_RETURN
IOP_RETURN
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Multisignature Scripts

Data last updated at block 352182

start from block 150000
go to block 352182
Submit

Uncommon Transactions by Count
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Multisig popularity has boomed
About 5x as many now as last year

Total number of transactions roughly
doubled



Multisignature Scripts

Data last updated at block 352182

start from block 150000
go to block 352182
Submit

Uncommon Transactions by Count

Multisig popularity has boomed
About 5x as many now as last year

Total number of transactions roughly
doubled
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Data Storage

Output Scripts

OP_RETURN 42697 4636696e20697320477265617 4212059657 32c49276d206a6420617 42041707 22f30332f323031342055544338
(decoded) jOBitcoin is Great! Yes,I'm jd at Apr/03/2014 UTC8

Output Scripts

OP_DUP OP_HASH160 a8cc863a5f1d73a5d3c5cch4dc9c539682420b11 OP_EQUALVERIFY OP_CHECKSIG

OP_RETURN 4c6861736f204170736f7320617265207 468652062657 37 42064616773206962207 46865207 76f726c6421204e2e452e4 d2e

(decoded) j2Lhaso Apsos are the best dogs in the world! N.E.M.

Strange

OK

Strange



Data Storage

OP_RETURN OP_OVER e4 OP_NOP3S OP_CHECKSIGVERIFY e6 OP_NUMEQUAL OP_CHECKSIG e5 OP_ADD OP_NOP3 e5 OP_NEGATE OP_NOP3 e3 OP_RIGHT OP_SIZE e3
OP_SIZE OP_RESERVED?2 e3 OP_RIGHT OP_1SUB e3 OP_RIGHT OP_SHA256 e3 OP_RIGHT OP_XOR ef bc OP_RIGHT e3 OP_INVERT OP_ADD e3 OP_INVERT OP_INVERT e3
OP_INVERT OP_EQUALVERIFY e3 OP_SIZE OP_NOP4 e3 OP_SIZE OP_MAX e3 OP_INVERT OP_NOP4 e8 OP_SHA256 OP_LSHIFT e5 bf OP_NOP6E e6 OP_MOD OP_WITHIN e3
OP_RIGHT OP_CHECKMULTISIGVERIFY e3 OP_LEFT OP_RIGHT ef bc OP_ONOTEQUAL ef bc OP_ABS ef bc OP_ABS ef bc OP_RSHIFT e5 OP_NOP10 OP_NOP5 ef bc OP_NOT e6

OP_NUMEQUAL OP_EQUALVERIFY ef bc OP_ADD &6 OP_MOD OP_WITHIN ef bc OP_RIGHT 6 OP_NUMEQUAL OP_LEFT ¢5 OP_EQUALVERIFY OP_NUMEQUALVERIFY &3 Strange
OP_RIGHT OP_CHECKMULTISIG &3 OP_INVERT OP_DIV €3 OP_INVERT OP_CHECKSIGVERIFY e3 OP_INVERT OP_INVERT &3 OP_SIZE OP_CHECKMULTISIGVERIFY ef bc

OP_RIGHT &f bc OP_RIGHT

(decoded) jxhAEHEH AL S IE v Far1>R&5B8I1E 2009F 183 |O7as 41 |

OP_RETURN OP_4 &3 OP_RIGHT OP_ADD e3 OP_RIGHT OP_CHECKMULTISIG e4 OP_NOPS OP_DIV &7 OP_MUL OP_1SUB &3 OP_RIGHT OP_CHECKMULTISIGVERIFY e4 bb

OP_DIV 4 ba ba e3 OP_RIGHT OP_CODESEPARATOR e3 OP_SIZE OP_EQUALVERIFY 3 OP_RIGHT OP_MIN &3 OP_RIGHT OP_RIPEMD160 &7 OP_CHECKSIG OP_NOT &9
OP_LESSTHANOREQUAL OP_SUB &3 OP_SIZE OP_ONOTEQUAL &5 OP_WITHIN OP_HASH256 3 OP_SIZE OP_NEGATE e3 OP_SIZE OP_1SUB e3 OP_SIZE OP_1ADD &7 be —
OP_HASH160 €5 OP_1ADD OP_RSHIFT &3 OP_SIZE OP_ONOTEQUAL &8 OP_SHA256 OP_CHECKSIGVERIFY &3 OP_RIGHT OP_NOT &3 OP_RIGHT OP_RIPEMD160 &3 OP_RIGHT
OP_CHECKMULTISIGVERIFY €3 OP_RIGHT OP_AND &3 OP_RIGHT OP_HASH256 &3 OP_RIGHT OP_AND

(decoded) TCDHRIIMAILL - TEEZEDLhA2E|EFELZIT TEIOL AL

OP_RETURN 38182¢3818423818638188¢381822380803818be3818de3818fe38191638193:380802381952381973819923819b23819de38080238 1312381 a1 6381242381 26381 28 S
(decoded) Edr L 5 A8 HELITC LTt It &



Questions?



